Buabl Hanbonee pacnpocTpaHeHHbIX cnocoboB
COBEpPLUEHNS MOLLUEHHUYECKUX OEUCTBUN B OTHOLLEHUU
Xutenemn ropoga u panoHa u JOMNMOSTHUTESbHbIE MEPHDI
NpodOUNakTU4YeCcKoro nNPoTUBOOENCTBUS

- 3BOHOK COTpyAHUKA 6aHKa, Ub PD., MB[, P®, ®CE PP, CK PP, u T.4. MNpecTynHmKu
npeacTaBAAITCA COTPYAHUKAaMKN BaHKOB, NPAaBOOXPAHUTE/IbHbIX OPraHoB, LleHTpanbHoro baHka
Poccuun, npeanaratoT 3aWmUTUTb CPEACTBA OT HECAHKLMOHMPOBAHHOMO CNMCAHMA No4,
pa3NnMYHbIMK NpeasioramMu, TMbo aHHYIMPOBATb 3aABKY HA KpeauT AK0O6bl 0popMAEHHbIM Ha
noTtepnesLero MOWeHHNUKAMW, UIW NONYYEHUA AeHEeXHOW KOMNEHCALU MKW, BbIACHAIOT
KoHbMAaeHUManbHble cBegeHMA BaHKOBCKUX KapT NOTepneBLLNX, 04HOPA30Bble NAPON,
MOHYXKAALOT }KepTBY AN1A NPOTUBOAENCTBMA MOLIEHHUKAM 0pOPMUTL KpeauTbl B BaHKax m
CAMOCTOATE/IbHO nepeBecTn AeHeXHble CpeacTBa Ha NPeaoCTaB/eHHble cHeTa, NOCNE Yero
BbIBOAAT AEHBIV HA NOAKOHTPO/IbHbIE CYETa;

Cnocobbl npotuBoaencTemA: Ecnv Bam no3BoHUAN ¢ 6aHKa 1 cKa3anu, 4to Bawwm ¢puHaHCbI B
OMacHOCTU, He CTECHANTECH, MPEeKpaTMUTe Pa3roBop, MONOXKUTE TPYOKY U Nepe3BOHUTE Ha HOMEP
ropsyen TMHUKM HaHKa, KOTOPbIN yKa3aH Ha 0bpaTHOM cTopoHe HaHKOBCKOWM KapTbl. HW npu
KaKKWX Cly4anax He coobuiainTe 3BOHALLEMY INYHbIE CBeAeHMA O cebe n Tem Honee ceeaeHma o
Bawew 6aHKoBCKOM KapTe!

- MoKynKa 6uneTtos (6poHMpoBaHUe Nnoe3gKu) B meceHaepe «BlaBlaCar» 3/10yMblLLINEHHUKY,
NCNoNb3yA 3aMHTEPECOBAHHOCTb M A0BEPUYMBOCTb KUTENEN ropoaa Noj npeasiorom
6pOHMPOBaHMA NOE3AKN M ONIaTbl B KAYECTBE NOATBEPKAEHUA HAaNPaBAAIOT Ha UA 3aABUTENSA
(ccbinKy ABOMHMK) ANA onnaTbl NOE34KKN, B KOTOPOW rparkaaHamum BBOAATCA BCE CBEAEHUSA O
6aHKOBCKOM KapTe 1 coobuwatotca CMC-Koabl, B pe3ynbTaTe Yero 3/10yMbIWAEHHMKNA NONYYaoT
AOCTYN K MHTEPHET KabuHeTy 6aHKa M NPOU3BOAAT XULLLEHUE AEHEXKHbIX CPeACTB.

Cnocobbl NPOTMBOAENCTBMA: HE MPOMU3BOAMUTL ONNATY NOE3AKM A0 MOMEHTA NOCAAKM B
aBTOMOOUb K MOMNYTYMKY (MONb30BaTHCA 06LW,ECTBEHHbIM TPAHCMOPTOM)

- pasmeLyeHue o6bABNEHUI Ha caidTax, CNeLNANN3UPYIOLLMXCA NO pasMeLLeHno MHGopmauum
0 NpoAaKe PasIMYHOro poaa MMYLLLECTBA, NPOAaXKa aBTOMOOUAA, HaliMa KU0ro NOMELLLEHUA,
TpyaoycTponctea (ABUTO.py», «JoMmopoHAa», «pom.py» 1 Ap.), CXema MOLEHHUYECTBa
TaKoOBa: HA MHTepHeT-caiTax 6ecnnaTHbIX 06BABAEHNN MOLLUEHHUKM pa3MeLLatoT MHPopMaumio
0 NpoAake ABUKMMOro U HeABMMKMMOTO MMYLLECTBA (B TOM YMCae NPeaoCTaBAeHME YCAYT).
MoKynaTenb, 3aMHTEpPecoBaBLINCL NPeasIOKEHNEM, 3BOHUT «NMPOAABLLYY» U MPOCUT O BCTpeuye.
Ccblnancb Ha 3aHATOCTb UK OTCYTCTBUE B ropoje, «Npogasel» OTKIaAblBaeT BCTpeYy C
nokynatenem, npy sTOM npeanaraeT BHECTM NPefoNnAaTy, T.K. TOBAp MOXKET AocTaTbeA bonee
«PacTopOnNHOMY» MOKyMaTenNto, B APYrnx CAy4aax no Nnpeasorom onniaTtbl 3a TOBap, B CAy4asx,
Korga noTepneBLUMiA CAMOCTOATEIbHO BbICTABAAET TOBAp Ha NPOAaKy Yepes BblleyKa3aHHble
calTbl becnnaTHbIX 06bABNEHWNI, 3N10YMbILLAEHHMK NOAYYAET A0CTYN K 6BAHKOBCKMM KapTam
noTepnesLwero, UHHOPMaLMIO O KOTOPbIX COOBLLAET B CNEACTBUMN CBOEM [OBEPYMBOCTM CaM
noTtepnesLwwnii, U No cpeacTBam ycnyrn «MobuabHbIn BaHK» 310yMbILWNEHHMK cOBepLIaeT
XMLLEHUA AeHEeXKHbIX CPeacTB CO cHeToB HAHKOBCKUX KapT noTepnesLero.



Cnocobbl NPOTUBOAEUCTBUA: NPOBEPATL NOPAAOYHOCTb NPOAABLA Ha caitTe becnaaTHbIX
06bABNeHMI; 0bpaLlaTb BHUMAHME HA peasibHYy CTOMMOCTb TOBapa, KOTOPbIN NpnobpeTtaeTcs,
33 YacCTyto CTOMMOCTb TOBapa MOLEHHUKAaMM 3aHMUKEHA, YTO AenaeT ToBap bonee
npuBaeKaTeIbHbIM; He cO0bLaTb CBOMX AAHHbIX U AaHHble CBOMX HAHKOBCKUX KapT He noj,
KaKMm Npeasiorom; cnefoBaTb MHCTPYKLUMAM «KaK He CTaTb KepTBOM MOLIEHHUYECTB», KOTOPAA
pa3melleHa Ha camux caiiTax becnnaTHbiXx 06 bABNEHUA.

- UCNO/Ib30BaHME NPecTyNHUKaMM BUPYCHOIO NPorpaMMHOro obecnedyeHuns B pesynbTaTe,
KOTOpOro ¢ 6aHKOBCKMX KapT NOTEpneBLNX NPOUCXOANT CNUCAHUE AEHEXKHbIX CPeACTB, a
MMEHHO nocTynaet notepneswmnm CMC-coobuieHma, NpU NPOUYTEHNUN BUPYCOM NPOHUKAET B
nporpammHoe obecneyeHune B CBA3U, C YEM NPOUCXOANT AOCTYN 3/10YMbILINEHHUKA K
«MobunbHomy baHKy» noTepnesLuero.

Cnocobbl NPOTUBOAEUCTBUA: MCMNO/1b30BATb AaHTUBMPYCHbIE NPOrPamMMbl, YCTAHOBNAEHHbIE Ha
MOOUNbHbIE YCTPOMCTBA; CKaYMBaTb NPUNOKEHUA «MOBUAbHBIN BaHK» ¢ odMLMaNnbHbIX
WHTEPHET CTpaHuL, 6aHKOB; HE OTKPbIBATb U HE NPOXOAMTb MO CCbIKE, NONYYEHHbIX B
noao3putenbHbix CMC-coobLieHmMnA, KOTopble paccblnatTcs noa npeasiorom «locmoTpu cBoé
doTo» U T.M.

- npuobpeTeHne pa3NMUHbIX TOBAPOB Ha HEMPOBEPEHHbIX MHTEPHET pecypcax (MHTepHeT
MarasuHbl, columanbHble ceTn 1 ap.).

Cnocobbl npoTuBOAEUCTBUA: NPMODBpPeTaTb TOBAPbI TO/IbKO B MPOBEPEHHbIX UHTEPHET-
MarasuHax; nepez nNoKynkom n3y4ymte oT3biBbl O MHTEPHET-MarasnHe, ycayramm KOToporo
XOTUTE BOCMNO/1b30BaTbCS; ONacalTecb CanToB «ABOMHUKOB» 0PULMAbHbIX CAMTOB, KOraa B
Ha3BaHWM MOTYT HbITb OTINYMA; 0O6pPaALLATL BHUMAHME HA PeasibHYt0 CTOMMOCTb TOBapa,
KOTOpPbIN NpuobpeTaeTca, 33 YacTyto CTOMMOCTb TOBapa MOLIEHHUKAMM 3aHUKEHA, YTO AenaeT
ToBap 60onee NnpuBAEKaTENbHbIM.

- UCMONb30BAHUA NPECTYNHUKAMM CXEMbI B OTHOLLEHMW nL, NnpuobpeTaslumnx 8 2007-2010
rogax 6bmonornyeckn aktmsHble fo6asku (BALlbl), a UMEHHO Npeanor BO3meLLeHNe No
peLleHnto cyaa CTPAXoBKMU INLLAM, paHee NpuobpeTaBLUMM, BbllleyKa3aHHble TOBapbl
NONOXKeHa KOMMEHCALUA, B CBA3K, C YEM FparkaaHe, 4OBEPUBLLMCDE 4aHHOMY Npeasory,
OTNPaBAAIOT AEHENXKHbIE CPeacTBa NO CUCTEME AEHEXHbIX NepeBoaos «Konnbpu» «3onotas
KopoHa».

Cnocobbl npoTuBoAencTBrA: cam GaKT BbINAaT KOMNEHCALUMU UAU CTPAXOB BbIMbILLAEH, U
NCNONb3yeTca Kak Npeasior, pacciMTaHHbIM Ha AOBEPUYNBOCTb NOTEPNEBLUNX, NPOABAANTE
64MTeNnbHOCTb.

- paccbinika CMC-coobuieHunit 0 6n10KMpoBaHum (ocywiecTsaeHune onnatbl) 6aHKOBCKUX KapT
HaxoAALWMXCA B NO/Ib30BAHUMN NOTEPNEBLUMX U AOBEPYMBOCTb CAMUX MNOTEPNEBLLMX, KOTOPblE
nepegatoT HGOPMaLMo 0 CBOMX BAHKOBCKMX KapTax NPecTynHMKam, KoTopble B
nocneayowem UCNob3yoT AaHHble HOMepPa A/19 BblBOAA AEHEXKHbIX CPeACcTB, MOCPeaCTBOM
MCNOIb30BaHUA PA3/IMYHbIX NAATEXKHbIX CUCTEM B CETU MHTEPHET.

Cnocobbl NPOTUBOAEUCTBUA: NPU NOCTYNNAEHUN YKa3aHHbIXx CMC-coobuwieHunit obpalualitech Ha
TenepoHbl ropAYNX IMHUIA, KOTOPbIE YKa3aHbl HA 060POTHOM CTOpOHE HAHKOBCKUX KapT, He
3BOHMTE NO HOMepam yKazaHHbIx B CMC-coobueHnsx, aaxe ecnm Homep TenedoHa CxXox ¢



HOMEPOM, KOTOPbIM UCNONb3YeTcA HaHKOM KaK ropayvas IMHMA AN KNAMEHTOB (OTAMYMA MOTyT
6bITb B 04HOM-ABYX UMdpax).

- 3BOHKM OT /UL, KOTOPble NPeACTaBAAIOTCA COTPYAHUKAaMU NPABOOXPAHUTE/IbHbIX OPraHOB U
COO06LWAOT 0 TOM, YTO BAN3KMIA POACTBEHHUK CTan GUIYPaHTOM YrONOBHOTO Aea CBA3AHHOIO ¢
n3buneHmem 4yenoBeKa, KOTOPOE NOBJIEKNO K NPUUNHEHUIO TAXKKOIO Bpeaa 340Pp0BbA NN
BMHOBHMKOM [T, B pe3ynbtate, KOTOPOro NOCTpaZan YenoBsek, U B xoge TenepoHHOro
pa3roBopa 310yMbILWNEHHUK NpeAsiaraeT pewmnTb BONPOC NyTEM 34U AEHEXKHbIX CPeacTB
notepnesLwwemy, KOTOPbIN B NOCAeAYIOWMM OTKAXKeTCA OT CBOEro 3aaB/eHuA.

Cnoco6bl NPOTUBOAEUCTBUA: B NEPBYIO o4epeb NO3BOHUTE POACTBEHHUKY, O KOTOpoMm byaeT
nATU peyb B Xxoae TesiepOHHOro PasroBopa CO 3/10YMbILINEHHMKOM, B Cly4ae ecaun He yAanochb
[LO3BOHUTCA A0 Hero coobwute 0 AaHHOM daKTe B MOANLMIO, 310YMbILINEHHUKN B @HHOM
C/ly4ae NoJib3yTcA NPaBOBOM HEFPAMOTHOCTbLIO /1L, MPEKIOHHOIo BO3PacTa, Uan
3MOLMOHA/IbHbIM COCTOAHMEM NNL, KOTOPbIM CTaNI0 U3BECTHO O BbIMbILL/JIEHHOW Tpareamu,
KOTOpas C/lyYynnach C MX POACTBEHHMKOM, BCErAa COXPaHANTE CMOKOWCTBME U HEe NoaaBaiTech
Ha YroBOpbl, Yrpo3bl 3/1I0yMbILWNIEHHUKOB, Ala*Ke ec/iv C BAMM NbITAaeTCA rOBOPUTL MO TeNepoHy
«JIKEPOACTBEHHUKY.

- odpopmneHue OHNANH 3aliMOB/KpeaUTOB Ha HENPOBEPEHHbIX CaliTax B ceTh

WUHTEPHET, 3/10yMbILW/IEHHUKN, UCMONb3YS 3aMHTEPECOBAHHOCTb U LOBEPYMBOCTD XKUTENEN
ropoga nog npeanorom opopmaeHma Kpeamut Ha HeoBXoAMMYH CYMMY, U NoA, NPeaIorom
onnaTbl CTPAaX0BKM, a AlaNee KypbepCKON A0CTaBKM AOKYMEHTOB COBEPLUAIOT XULLEHUA
AEHEXHbIX CPeacTs.

Cnocobbl NpoTMBOAEICTBUA: ANA NONYYEHUA 3aliMOB/KpeanToB 06palLaTbca B 0duChbl HaHKOB,
nmb0o Ucnoib3oBaTb NPOBEPEHHbIE CaliTbl, KOTOPbIE CNELMANN3UPYIOTCA HA OHMAMH-3alMaXx.

- yyacTue B po3birpbilliax LeHHbIX NPU30B (aBTOMOBUAN, COTOBbIE TeedOHbI 1 Ap.
3N1EeKTPOHHAA TEXHMKA), MHOOPMALMA O KOTOPbIX PACNPOCTPAHAETCA B COLMANbHbIX CETAX
(«BKoHTakTe», «O4HOKNACCHUKN.PY», « MHCTarpamm» T.M.), Ha Pa3/INYHbIX MUHTEPHET caiTax, B
Buae CMC-paccbl/iIKM M 3a y4acTUe, B KOTOPOM HEOBXOAMMO OCYLLECTBUTL ONAaTy
onpeaeneHHon cymMbl 3a CTPaxoBKY, NepPecbiiKy, MM60 onsaTa KypbepPCKOM A0CTaBKM
BbIMrPaHHOro Npusa.

- 3BOHKM OT «J/1}KepoACTBEHHUKOBY», 3HAaKOMbIX, ApYy3ei ¢ npocbboii nepesectu
AEHEeXHble cpeacTBa ANA U3bexkaHne agMMHUCTPATUBHOM OTBETCTBEHHOCTM 3a HapyLUeHue
nAan, a umeHHo: AMweHua npasa ynpasneHua cotpygHukamu N’MBAA, KoTopble B Xxoae
OCTAHOBKM W NPOBEPKN AOKYMEHTOB BbIABU/IM GAKT HAXOXKAEHMA B a/IKOTOJIbHOM OMbAHEHUM.

Cnocobbl NPOTUBOAENCTBUA: B NEPBYIO ovepeb NO3BOHUTE POACTBEHHMKY, O KOTOpOM byaeT
NMATK pedb B Xxoae TenedoHHOro pa3roBopa Co 3/I0YMbILWIEHHUKOM, B C/ly4ae ec/in He yaanochb
[03BOHUTCA A0 Hero coobwmte o gaHHOM daKTe B NOANLMIO.

- paccbizika coobLeHuit co cTpaHuL, (B3/10MaHHbIX, KCKOMUMPOBAHHbIX») B COLMANbHbIX CeTAX
«BKoHTaKTe», « Og4HOKNACCHUKN.PY», « MHCTarpamm» T.M. OT UMEHU Aipy3€ei, POACTBEHHUKOB C
Npocbboi 3aHATbL AEeHEXHble CPeACcTBa B AOITM Ha HEMPOAO/IKUTENBHOE BPEMS.

Cnocobbl NPOTUBOAENCTBUA: B NEPBYIO OYepeb CBAXKUTECH C POACTBEHHMKOM, APYrom U T.1.
OT MMEHM KOTOPOro obpaluatoTca ¢ Npocbboi 3aHATb AEHEKHble CPeacTBa.



[aHHble NnepeyeHb MOLIEHHMYECTB, COBEPLUAEMbIN C UCMOIb30BAHNEM CPEeACTB MOOUIbHOM
CBA3W OA/IEKO HE UCHEPMNbIBAIOLLNIM, C KaXKAbIM AHEM 3/10YMbILWNEHHUKKN pa3pabaTbiBaloT BCe
HOBbI€ M HOBble MPEeCTynHble cXembl 0OMaHa rpaxaaH.

Kpome Toro, pa3sutne AMCTAaHLMOHHbIX NAATEKHbIX CEPBMCOB, OCHOBHbIM MHCTPYMEHTOM
KOTOPbIX ABNAKOTCA 6AaHKOBCKME KapTbl, UMEET KNHoYeBOe 3Ha4YeHne ANA pelleHmn 3aaad
dopmMmnpoBaHMA MHHOBALMOHHOM MOAENN Pa3BMUTMA BEe3HANNYHbIX pacyeToB, obecnevyeHns
AOCTYNMHOCTM NATEXKHbIX YCAYT ANA HACeIEHUA B OTAANEHHbIX U TPYAHOAOCTYMHbIX MECTHOCTAX,
CHUXKEHUA U3AEPIKEK XO3ANCTBYHOLMX CyObEKTOB M roCyAapcTBa.

PacwupeHune chepbl 6e3HaNMYHbIX PacieToB NPUBENO K UHTEHCUBHOMY Pa3BUTUIO
KMbepnpecTynHOCTU U NOBAEKNO 33 COH60IM BO3SHMKHOBEHME CBOEOOPA3HOW KPUMMHANBHOM
NHAYCTPUN, HEOBXOAUMOMN ANA COBEPLUEHMA XMLLEHUI AEHEXKHbIX CPeACTB, B TOM YMCae C
ncnosib3oBaHMeM 6aHKOBCKUX KapT.

TexHOoNorMm, UCNob3yemble 3/10YMblWEHHUKAaMWN 417 COBEPLUEHUA XULLLEHUIA, MOCTOAHHO
COBEPLUEHCTBYIOTCA U CTAHOBATCA AOCTYMHbIMU LUIMPOKOMY KPYFY JINL, KOTOPbIE MOTYT He
06n1a4aTb rNy60KMMM 3HAHUAMM B 061aCTU MUHGOPMALMOHHBIX TEXHONOTUIA. MoBbIWeHME
AOCTYNHOCTM MOLUEHHUYECKUX CXEM U MHCTPYMEHTOB A/1A UX peannsaLmm oXuaaemo BaeyeT 3a
cob601 POCT YNCNA HECAHKLMOHMPOBAHHbIX NEPEeBOA0B AEHEXKHbIX CPeACTB C /INLEBbIX CHETOB
GaHKOBCKMX KapPT rpa*kaaH.

- GULINHIrOBbIE MHTEPHET CalTbl MOLLEHHWKM CO34at0T B ceT MHTepHeT noaaenbHyo
(dbMwmHrosyto) Beb-cTpaHMLY, BHELIHE HE OT/IMYMMYIO OT ODULMANBHOIO CalTa KOMMEPYECKOM
OpraHn3aumnmn, Ha KOTOPYHO NepeHanpPaBAALOT ee KAneHTa. Hnuero He NoA03pEBAOLLNIN KANEHT
BBOAMT CBOM NEPCOHA/IbHbIE AaHHble, TEM CaMblM NPeAOCTaBAAA MOLWEHHUKAM YacCTb
MHPOpPMaL MM, HeobXxoANMMOW ANA BXOAA B €r0 IMYHbIN KabuHeT. Mocne 3Toro MoLeHHUKM
NPOCAT BBECTM PA30Bblli KOA, NOATBEPKAEHMUA, KOTOPbIM BbiCan 6aHK, a 3aTemM NepeyncnatoT
AeHeXHble cpeACcTBa Ha CBOM cyeTa. HepeaKo noTepneslueMy NOCTyNaeT 3BOHOK C HOMepa,
OY€eHb MOXOXKero Ha 6aHKOBCKMI, U MOLIEHHWK, NPeACTaBMBLUMIACA COTPYAHUKOM BaHKa,
coobuaeT nHbopmauuto o cboe B cucteme 1 oLNBOYHbBIX COOBLLEHMAX, YBEPSASA, YTO BCE B
nopsake, a npn Heobxo4MMOCTN NOATBEPKAEHMA KaXKA0N onepaLmmn No nepesoay AeHEXKHbIX
CpeacTB pa3oBbiMM NAPOAAMM, MPUXOAALLMMK Ha TenedoH OT peanbHoro baHka, npocuT
BBOAMTb MX B NOJE, 3anpallmMBaeMoe CTpaHuLUeN. Mocne 3Toro KAMEHTY MOXKeT NpuiiTn SMS-
coobuleHne AKkobbl oT baHKa 06 0OTMeHe OLIMBOYHbIX onepaLynii, HO TONIbKO C Lie/blo TOro,
4TO6bI OTCPOUNTL MOMEHT OBHaPYKEHUA XULLEHUA. B pAge cnydyaeB MOLIEHHUKM CO34at0T
abcontoTHYO KOMuUIo cepBepa aBTOpPU3aLLMK, HA KOTOPOM KJAMEHT BBOAWT AaHHbIE CBOEM KapTbl
npu onaaTte NOKyNKK. BmecTto NognMHHOIo caiTa notepnesLwnii nonagaeT Ha GULLIMHIOBbIN U
nocne BBOAAa UM PEKBM3UTOB HAHKOBCKOM KapTbl ZOCTYN K HEM NOMYYaOT NPECTYMHUKM.
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